
The 3rd

Ramulator & DRAM Bender Tutorial
DRAM Bender Overview

Ataberk Olgun

ICS 2026
6 July 2026



DRAM	Bender
An	Extensible	and	Versatile	
FPGA-based	Infrastructure	to	

Easily	Test	State-of-the-art	DRAM	Chips

Ataberk	Olgun

Yahya	Can	Tugrul

Minesh	Patel

Hasan	Hassan

Lois	Orosa

Oguz	Ergin

A.	Giray	Yaglikci

Haocong	Luo

Onur	Mutlu



3

Factors	Affecting	DRAM	Reliability	and	Latency

We	need	to	perform	experimental	studies	
of	real	DRAM	chips

DRAM	timing	
violation

Inter-cell	
interference VoltageTemperatureManufacturing	

process

Factors	affecting	DRAM	reliability	and	latency	
cannot	be	properly	modeled	in	simulation	or	analytically
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DRAM	Testing	Infrastructure
Allow	experimental	studies	of	real	DRAM	chips

Open-source	FPGA-based	testing	infrastructure
• Publicly-available:	Start	using	today
• Relatively	low	cost:	An	FPGA	board	+	DRAM	modules

SoftMC Litex	Tester
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Limitations	of	Existing	Infrastructure

Impose	restrictions	on	the	DDR4	interface.
Restrictions	limit	various	characterization	experiments.

Difficult	to	set	up	(based	on	discontinued	HW/SW)	
and	use	(require	developing	HW)

Monolithic	hardware	design	
makes	extensions	(new	standards,	prototypes)	relatively	difficult
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DRAM	Bender:	Design	Goals
• Flexibility

- Ability	to	test	any	DRAM	operation
- Ability	to	test	any	combination	of	DRAM	operations	
and	custom	timing	parameters

• Ease	of	use
- Simple	programming	interface	(C++	and	Python)
- Minimal	programming	effort	and	time
- Accessible	to	a	wide	range	of	users
• who	may	lack	experience	in	hardware	design

• Extensibility
- Modular	design
- Well-defined	interfaces	between	hardware	modules
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DRAM	Bender:	Overview
Publicly-available	FPGA-based	

DDR4/3	and	HBM2	characterization	infrastructure

Easily	programmable	using	the	C++	and	Python	APIs

[Yaglikci+,	DSN
’22]



8

DRAM	Bender:	Prototypes

Six

AMD	Alveo	U200	(DDR4)Bittware	XUPP3R	(DDR4)

Bittware	XUPVVH	
(DDR4	&	HBM2)

Bittware	XUSP3S	(DDR4) AMD	ZC706	(DDR3)

Six	out	of	the	box	FPGA-based	prototypes

AMD	Alveo	U50	(HBM2)
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DRAM	Bender:	Coming	Soon	(I)
• Support	for	AMD	Alveo	U55C	HBM2	board

•16	GB	2x8-HI	HBM2

•Enable	HBM2	power	measurement
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DRAM	Bender:	Coming	Soon	(II)
•Enable	DDR4	power	measurement

•Enable	DDR4	over/undervolting	studies
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Laboratory	for	Understanding	Memory
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Laboratory	for	Understanding	Memory



13https://arxiv.org/pdf/2606.13725 

Laboratory	for	Understanding	Memory

https://arxiv.org/pdf/2606.13725
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People	for	Understanding	Memory

Konstantinos	Sgouras Ismail	E.	Yuksel Umut	Baser
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Other	People	that	Understand	Memory

•Haocong	Luo

• Jikun	Wang

• Spyridon Galanopoulos

•Orhun	Ecemis
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1. RowHammer:	Repeatedly	activating	two	DRAM	rows

DRAM	Bender:	Ease	of	Use

Easy	to	devise	new	experiments	to	uncover	new	insights

one	iteration	of	the	RowHammer	test

Easily	programmable	using	the	DRAM	Bender	C++	API
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DRAM	Bender:	Three	Case	Studies
1. RowHammer:	Interleaving	Pattern	of	Activations

- Interleaving	pattern	significantly	affects
the	number	of	RowHammer	bitflips

2. RowHammer:	Random	Data	Patterns
- Use	512-bit	random	data	patterns
- Uncover	more	bitflips	than	8-bit	SoftMC	random	patterns

3. In-DRAM	Bitwise	Operations
- Demonstrate	in-DRAM	bitwise	AND/OR	capability
in	real	DDR4	chips

DRAM	Bender	is	flexible:
supports	many	different	types	of	experiments
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More	in	the	Paper

• DRAM	Bender	design	details
- DRAM	Bender	instruction	set	architecture
- Hardware	&	software	modules	
- Prototype	design
- Temperature	controller	setup

• DRAM	Bender	application	programming	interface

• Detailed	results	for	three	case	studies

• Future	work	&	improvements
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More	in	the	Paper

https://arxiv.org/abs/2211.05838

https://arxiv.org/abs/2211.05838
https://arxiv.org/abs/2211.05838
https://arxiv.org/abs/2211.05838
https://arxiv.org/abs/2209.05566.pdf
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Research	DRAM	Bender	Enabled	(I)
1) [ICS’26]	Tokuda+,	“Clutch:	High	Performance	Vector-Scalar	Comparison	using	DRAM	via	Chunked	Temporal	Coding”	

2) [ISCA’26]	Luo+,	“DejaVu:	Why	You	Should	Write	to	Your	DRAM	Rows	Twice”

3) [ISCA’26]	Tokuda+,	“Altering	Processing-using-DRAM	Operation	Results	Without	Changing	Operands:	
A	Study	of	Real	DRAM	Chips	and	Implications	for	Future	Systems”

4) [DSN’26]	Wang+,	“ScaleDisturb:	Exploiting	Temporal	Asymmetry	to	Amplify	Read	Disturbance	in	Modern	DRAM	Chips”

5) [DSN	Disrupt’26]	Baser+,	“In-DRAM	Signature	Generation	Using	Simultaneous	Multiple-Row	Activation:	An	Experimental	Study	of	Off-The-
Shelf	DRAM	Chips”

6) [ICCD’25]	Yuksel+,	“In-DRAM	True	Random	Number	Generation	Using	Simultaneous	Multiple-Row	Activation:	An	Experimental	Study	of	
Real	DRAM	Chips”

7) [MICRO’25]	Yuksel+,	“ColumnDisturb:	Understanding	Column-based	Read	Disturbance	in	Real	DRAM	Chips	and	Implications	for	Future	
Systems”

8) [ISCA’25]	Yuksel+,	“PuDHammer:	Experimental	Analysis	of	Read	Disturbance	Effects	of	Processing-using-DRAM	in	Real	DRAM	Chips”

9) [DSN’25]	Canpolat+,	“EasyDRAM:	An	FPGA-based	Infrastructure	for	Fast	and	Accurate	End-to-End	Evaluation	of	Emerging	DRAM	
Techniques”

10) [VTS’25]	Luo+,	“Revisiting	DRAM	Read	Disturbance:	Identifying	Inconsistencies	Between	Experimental	Characterization	and	Device-Level	
Studies”

11) [HPCA’25]	Olgun+,	“Variable	Read	Disturbance:	An	Experimental	Analysis	of	Temporal	Variation	in	DRAM	Read	Disturbance”

12) [HPCA’25]	Tugrul+,	“Understanding	RowHammer	Under	Reduced	Refresh	Latency:	Experimental	Analysis	of	Real	DRAM	Chips	and	
Implications	on	Future	Solutions”

13) [DSN’24]	Olgun+,	“Read	Disturbance	in	High	Bandwidth	Memory:	A	Detailed	Experimental	Study	on	HBM2	DRAM	Chips”

14) [DSN’24]	Yuksel+,	“Simultaneous	Many-Row	Activation	in	Off-the-Shelf	DRAM	Chips:	
Experimental	Characterization	and	Analysis”

https://arxiv.org/abs/2510.20269
https://arxiv.org/abs/2510.20269
https://arxiv.org/abs/2510.20269
https://arxiv.org/abs/2510.20269
https://arxiv.org/abs/2510.20269
https://arxiv.org/abs/2510.20269
https://dl.acm.org/doi/full/10.1145/3725843.3756022
https://dl.acm.org/doi/full/10.1145/3725843.3756022
https://dl.acm.org/doi/full/10.1145/3725843.3756022
https://dl.acm.org/doi/full/10.1145/3725843.3756022
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/abstract/document/11022861
https://ieeexplore.ieee.org/abstract/document/11022861
https://ieeexplore.ieee.org/abstract/document/11022861
https://ieeexplore.ieee.org/abstract/document/11022861
https://arxiv.org/abs/2502.13075
https://ieeexplore.ieee.org/abstract/document/10946724
https://ieeexplore.ieee.org/abstract/document/10946724
https://arxiv.org/pdf/2310.14665
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
https://arxiv.org/pdf/2405.06081
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15) [DSN’24	Disrupt]	Luo+,	“An	Experimental	Characterization	of	Combined	RowHammer	
and	RowPress	Read	Disturbance	in	Modern	DRAM	Chips”	

16) [HPCA’24]	Yaglikci+,	”Spatial	Variation-Aware	Read	Disturbance	Defenses:	Experimental	Analysis	of	
Real	DRAM	Chips	and	Implications	on	Future	Solutions”

17) [HPCA’24]	Yuksel+,	“Functionally-Complete	Boolean	Logic	in	Real	DRAM	Chips:	Experimental	Characterization	and	Analysis"	

18) [ISCA’23]	Luo+,	“RowPress:	Amplifying	Read	Disturbance	in	Modern	DRAM	Chips”

19) [DSN’23	Disrupt]	Olgun+,	”An	Experimental	Analysis	of	RowHammer	on	HBM2	DRAM	Chips”

20) [arXiv	Preprint,	2023]	Orosa+,	”SpyHammer:	Using	RowHammer	to	Remotely	Spy	on	Temperature”

21) [MICRO’22]	Yaglikci+,	“HIRA:	Hidden	Row	Activation	for	Reducing	Refresh	Latency	of	Off-the-Shelf	DRAM	Chips”

22) [DSN’22]	Yaglikci+,	“Understanding	RowHammer	Under	Reduced	Wordline	Voltage:	
An	Experimental	Study	Using	Real	DRAM	Devices”

23) [MICRO’21]	Orosa+,	“A	Deeper	Look	into	RowHammer’s	Sensitivities:	Experimental	Analysis	of	
Real	DRAM	Chips	and	Implications	on	Future	Attacks	and	Defenses”

24) [MICRO’21]	Hassan+,	“Uncovering	In-DRAM	RowHammer	Protection	Mechanisms:	
A	New	Methodology,	Custom	RowHammer	Patterns,	and	Implications”

25) [ISCA’21]	Olgun+,	“QUAC-TRNG:	High-Throughput	True	Random	Number	Generation	
Using	Quadruple	Row	Activation	in	Commodity	DRAM	Chips”

26) [ISCA’21]	Orosa+,	“CODIC:	A	Low-Cost	Substrate	for	Enabling	Custom	In-DRAM	Functionalities	and	Optimizations”

27) [ISCA’20]	Kim+,	“Revisiting	RowHammer:	An	Experimental	Analysis	of	Modern	Devices	and	Mitigation	Techniques”

28) [S&P’20]	Frigo+,	“TRRespass:	Exploiting	the	Many	Sides	of	Target	Row	Refresh”

29) [HPCA’19]	Kim+,	“D-RaNGe:	Using	Commodity	DRAM	Devices	to	Generate	True	Random	Numbers	with	Low	Latency	and	High	Throughput”

Research	DRAM	Bender	Enabled	(I)

https://arxiv.org/pdf/2406.13080
https://arxiv.org/pdf/2406.13080
https://arxiv.org/pdf/2402.18652
https://arxiv.org/pdf/2402.18652
https://arxiv.org/pdf/2402.18652
https://arxiv.org/pdf/2402.18652
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2306.17061.pdf
https://arxiv.org/pdf/2305.17918
https://arxiv.org/pdf/2210.04084.pdf
https://arxiv.org/pdf/2209.10198.pdf
https://arxiv.org/pdf/2209.10198.pdf
https://arxiv.org/pdf/2209.10198.pdf
https://arxiv.org/pdf/2209.10198.pdf
https://arxiv.org/pdf/2209.10198.pdf
https://people.inf.ethz.ch/omutlu/pub/RowHammerUnderReducedWordlineVoltage_dsn22.pdf
https://people.inf.ethz.ch/omutlu/pub/RowHammerUnderReducedWordlineVoltage_dsn22.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/CODIC-DRAM-internal-timing-control-substrate_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/CODIC-DRAM-internal-timing-control-substrate_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/CODIC-DRAM-internal-timing-control-substrate_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/CODIC-DRAM-internal-timing-control-substrate_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/CODIC-DRAM-internal-timing-control-substrate_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20.pdf
https://people.inf.ethz.ch/omutlu/pub/rowhammer-TRRespass_ieee_security_privacy20.pdf
https://people.inf.ethz.ch/omutlu/pub/drange-dram-latency-based-true-random-number-generator_hpca19.pdf
https://people.inf.ethz.ch/omutlu/pub/drange-dram-latency-based-true-random-number-generator_hpca19.pdf
https://people.inf.ethz.ch/omutlu/pub/drange-dram-latency-based-true-random-number-generator_hpca19.pdf
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30) [MICRO’19]	Koppula+,	“EDEN:	Enabling	Energy-Efficient,	High-Performance	Deep	Neural	Network	Inference	Using	Approximate	DRAM”

31) [SIGMETRICS’18]	Ghose+,	“What	Your	DRAM	Power	Models	Are	Not	Telling	You:	Lessons	from	a	Detailed	Experimental	Study”

32) [SIGMETRICS’17]	Chang+,	“Understanding	Reduced-Voltage	Operation	in	Modern	DRAM	Devices:	
Experimental	Characterization,	Analysis,	and	Mechanisms”

33) [MICRO’17]	Khan+,	“Detecting	and	Mitigating	Data-Dependent	DRAM	Failures	by	Exploiting	Current	Memory	Content”

34) [SIGMETRICS’16]	Chang+,	“Understanding	Latency	Variation	in	Modern	DRAM	Chips:	
Experimental	Characterization,	Analysis,	and	Optimization”

35) [ISCA’14]	Kim+,	"Flipping	Bits	in	Memory	Without	Accessing	Them:	An	Experimental	Study	of	DRAM	Disturbance	Errors"

36) [SIGMETRICS’14]	Khan+,	"The	Efficacy	of	Error	Mitigation	Techniques	for	DRAM	Retention	Failures:	A	Comparative	Experimental	Study”

37) [ISCA’13]	Liu+,	"An	Experimental	Study	of	Data	Retention	Behavior	in	Modern	DRAM	Devices:	Implications	for	Retention	Time	Profiling	
Mechanisms"

Research	DRAM	Bender	Enabled	(I)

https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/VAMPIRE-DRAM-power-characterization-and-modeling_sigmetrics18_pomacs18-twocolumn.pdf
https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17.pdf
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17.pdf
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17.pdf
https://people.inf.ethz.ch/omutlu/pub/understanding-latency-variation-in-DRAM-chips_sigmetrics16.pdf
https://people.inf.ethz.ch/omutlu/pub/understanding-latency-variation-in-DRAM-chips_sigmetrics16.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf
https://people.inf.ethz.ch/omutlu/pub/error-mitigation-for-intermittent-dram-failures_sigmetrics14.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-retention-time-characterization_isca13.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-retention-time-characterization_isca13.pdf
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Even	More	Research	DRAM	Bender	Enabled
38)[IMW’26]	Jiang+,	“DRAM	Operations	under	Cryogenic	Temperatures:	From	Device	Physics	to	DIMM	Behavior”	

39)[JSA’26]	Garzon+,	“CADM:	Content	addressable	commodity	off-the-shelf	DRAM-based	genome	classifier”	

40)	[IEEE	CAL’25]	Kubo+,	“PUDTune:	Multi-Level	Charging	for	High-Precision	Calibration	in	Processing-Using-DRAM”

41)	[arXiv’25]	Zhou+,	“EIM-TRNG:	Obfuscating	Deep	Neural	Network	Weights	with	Encoding-in-Memory	True	Random	Number	
Generator	via	RowHammer”	

42)	[ASPLOS’25]	Baek+,	“Marionette:	A	RowHammer	Attack	via	Row	Coupling”

43)	[DATE’25]	Zhou+,	“Compromising	the	Intelligence	of	Modern	DNNs:	On	the	Effectiveness	of	Targeted	RowPress”	

44)	[ISCA’24]	Nam+,	”DRAMScope:	Uncovering	DRAM	Microarchitecture	and	Characteristics	by	Issuing	Memory	Commands”

45)	[DATE’24]	Zhou+,	“DRAM-Locker:	A	General-Purpose	DRAM	Protection	Mechanism	Against	Adversarial	DNN	Weight	Attacks”

46)	[DRAMSec’23]	Lang+,	“BLASTER:	Characterizing	the	Blast	Radius	of	Rowhammer”

47)	[IEEE	CAL’23]	Nam+	”X-ray:	Discovering	DRAM	Internal	Structure	and	Error	Characteristics	by	Issuing	Memory	Commands”

48)	[MICRO’22]	Gao+,	“FracDRAM:	Fractional	Values	in	Off-the-Shelf	DRAM”

49)	[Applied	Sciences’22]	Bepary+,	“DRAM	Retention	Behavior	with	Accelerated	Aging	in	Commercial	Chips”

50)	[ETS’21]	Farmani+,	“RHAT:	Efficient	RowHammer-Aware	Test	for	Modern	DRAM	Modules”

51)	[HOST’20]	Talukder+,	“Towards	the	Avoidance	of	Counterfeit	Memory:	Identifying	the	DRAM	Origin”

52)	[MICRO’19]	Gao+,	“ComputeDRAM:	In-Memory	Compute	Using	Off-the-Shelf	DRAMs”

53)	[IEEE	Access’19]	Talukder+,	“PreLatPUF:	Exploiting	DRAM	Latency	Variations	for	Generating	Robust	Device	Signatures”

54)	[ICCE’18]	Talukder+,	“Exploiting	DRAM	Latency	Variations	for	Generating	True	Random	Numbers”

https://www.sciencedirect.com/science/article/pii/S1383762126000287
https://www.sciencedirect.com/science/article/pii/S1383762126000287
https://www.sciencedirect.com/science/article/pii/S1383762126000287
https://www.sciencedirect.com/science/article/pii/S1383762126000287
https://www.sciencedirect.com/science/article/pii/S1383762126000287
https://www.sciencedirect.com/science/article/pii/S1383762126000287
https://www.sciencedirect.com/science/article/pii/S1383762126000287
https://ieeexplore.ieee.org/abstract/document/11063327
https://ieeexplore.ieee.org/abstract/document/11063327
https://ieeexplore.ieee.org/abstract/document/11063327
https://ieeexplore.ieee.org/abstract/document/11063327
https://ieeexplore.ieee.org/abstract/document/11063327
https://ieeexplore.ieee.org/abstract/document/11063327
https://ieeexplore.ieee.org/abstract/document/11063327
https://ieeexplore.ieee.org/abstract/document/11063327
https://ieeexplore.ieee.org/abstract/document/11063327
https://ieeexplore.ieee.org/abstract/document/11063327
https://arxiv.org/abs/2507.02206
https://arxiv.org/abs/2507.02206
https://arxiv.org/abs/2507.02206
https://arxiv.org/abs/2507.02206
https://arxiv.org/abs/2507.02206
https://arxiv.org/abs/2507.02206
https://arxiv.org/abs/2507.02206
https://arxiv.org/abs/2507.02206
https://dl.acm.org/doi/abs/10.1145/3669940.3707242
https://ieeexplore.ieee.org/abstract/document/10993193
https://ieeexplore.ieee.org/abstract/document/10993193
https://arxiv.org/abs/2405.02499
https://ieeexplore.ieee.org/abstract/document/10546892
https://ieeexplore.ieee.org/abstract/document/10546892
https://ieeexplore.ieee.org/abstract/document/10546892
https://ieeexplore.ieee.org/abstract/document/10546892
https://ieeexplore.ieee.org/abstract/document/10546892
https://www.research-collection.ethz.ch/bitstream/handle/20.500.11850/617284/dramsec2023-final29.pdf?sequence=2&isAllowed=y
https://arxiv.org/pdf/2306.03366.pdf
https://arxiv.org/pdf/2306.03366.pdf
https://arxiv.org/pdf/2306.03366.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiIgr61zNCAAxWB87sIHacODqcQFnoECBMQAQ&url=https%3A%2F%2Fparallel.princeton.edu%2Fpapers%2Fmicro22-gao.pdf&usg=AOvVaw0YAsQpCMXHRvk4bitsTedq&opi=89978449
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DRAM	Bender	Paper,	Slides,	Videos,	Code

https://github.com/CMU-SAFARI/DRAM-Bender 

n Ataberk Olgun, Hasan Hassan, A Giray Yağlıkçı, Yahya Can Tuğrul, Lois Orosa, 
Haocong Luo, Minesh Patel, Oğuz Ergin, and Onur Mutlu,
"DRAM Bender: An Extensible and Versatile FPGA-based Infrastructure 
to Easily Test State-of-the-art DRAM Chips"
IEEE Transactions on Computer-Aided Design of Integrated Circuits and 
Systems (TCAD), 2023.
[Extended arXiv version]
[DRAM Bender Source Code]
[DRAM Bender Tutorial Video (43 minutes)]

https://github.com/CMU-SAFARI/DRAM-Bender
https://github.com/CMU-SAFARI/DRAM-Bender
https://github.com/CMU-SAFARI/DRAM-Bender
https://github.com/CMU-SAFARI/DRAM-Bender
https://github.com/CMU-SAFARI/DRAM-Bender
https://arxiv.org/pdf/2211.05838.pdf
https://arxiv.org/pdf/2211.05838.pdf
https://arxiv.org/pdf/2211.05838.pdf
https://arxiv.org/pdf/2211.05838.pdf
https://arxiv.org/pdf/2211.05838.pdf
https://arxiv.org/pdf/2211.05838.pdf
https://arxiv.org/pdf/2211.05838.pdf
https://arxiv.org/pdf/2211.05838.pdf
https://arxiv.org/pdf/2211.05838.pdf
https://arxiv.org/pdf/2211.05838.pdf
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=43
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=43
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=43
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=43
https://arxiv.org/abs/2211.05838
https://github.com/CMU-SAFARI/DRAM-Bender
https://www.youtube.com/watch?v=FklVEsfdZCI
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Summary
DRAM	Bender

The	first	publicly-available	DDR4/3	&	HBM2
	characterization	infrastructure

github.com/CMU-
SAFARI/DRAMBender

[Yaglikci+,	DSN’22]

• Flexible	and	Easy	to	Use
• Source	code	available:

DRAM	Bender	enables	many	studies,	ideas,	
and	methodologies	in	the	design	of	future	memory	systems



DRAM	Bender
An	Extensible	and	Versatile	
FPGA-based	Infrastructure	to	

Easily	Test	State-of-the-art	DRAM	Chips

Ataberk	Olgun

Yahya	Can	Tugrul

Minesh	Patel

Hasan	Hassan

Lois	Orosa

Oguz	Ergin

A.	Giray	Yaglikci

Haocong	Luo

Onur	Mutlu



The 3rd

Ramulator & DRAM Bender Tutorial
DRAM Bender Overview 

Ataberk Olgun

ICS 2026
6 July 2026



The 3rd

Ramulator & DRAM Bender Tutorial
DRAM Bender Research Highlights 

Ataberk Olgun

ICS 2026
6 July 2026
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DRAM	Bender	is	a	Versatile	Platform	(I)

•DRAM	Bender	is	widely	used	for:

1 Understanding	DRAM	robustness	problems

2 Uncovering	new	DRAM	functionality

3 Learning	DRAM	internals
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Understanding	DRAM	Robustness	Problems
• [ISCA’26]	Luo+,	“DejaVu:	Why	You	Should	Write	to	Your	DRAM	Rows	Twice”

• [ISCA’26]	Tokuda+,	“Altering	Processing-using-DRAM	Operation	Results	Without	Changing	Operands:		A	Study	of	Real	DRAM	Chips	and	Implications	for	Future	Systems”

• [DSN’26]	Wang+,	“ScaleDisturb:	Exploiting	Temporal	Asymmetry	to	Amplify	Read	Disturbance	in	Modern	DRAM	Chips”

• [IMW’26]	Jiang+,	“DRAM	Operations	under	Cryogenic	Temperatures:	From	Device	Physics	to	DIMM	Behavior”	
• [MICRO’25]	Yuksel+,	“ColumnDisturb:	Understanding	Column-based	Read	Disturbance	in	Real	DRAM	Chips	and	Implications	for	Future	Systems”

• [ISCA’25]	Yuksel+,	“PuDHammer:	Experimental	Analysis	of	Read	Disturbance	Effects	of	Processing-using-DRAM	in	Real	DRAM	Chips”
• [VTS’25]	Luo+,	“Revisiting	DRAM	Read	Disturbance:	Identifying	Inconsistencies	Between	Experimental	Characterization	and	Device-Level	Studies”

• [HPCA’25]	Olgun+,	“Variable	Read	Disturbance:	An	Experimental	Analysis	of	Temporal	Variation	in	DRAM	Read	Disturbance”

• [HPCA’25]	Tugrul+,	“Understanding	RowHammer	Under	Reduced	Refresh	Latency:	Experimental	Analysis	of	Real	DRAM	Chips	and	Implications	on	Future	Solutions”
• [DSN’24]	Olgun+,	“Read	Disturbance	in	High	Bandwidth	Memory:	A	Detailed	Experimental	Study	on	HBM2	DRAM	Chips”

• DSN’24	Disrupt]	Luo+,	“An	Experimental	Characterization	of	Combined	RowHammer	
and	RowPress	Read	Disturbance	in	Modern	DRAM	Chips”	

• [HPCA’24]	Yaglikci+,	”Spatial	Variation-Aware	Read	Disturbance	Defenses:	Experimental	Analysis	of	
Real	DRAM	Chips	and	Implications	on	Future	Solutions”

• [ISCA’23]	Luo+,	“RowPress:	Amplifying	Read	Disturbance	in	Modern	DRAM	Chips”

• [DSN’22]	Yaglikci+,	“Understanding	RowHammer	Under	Reduced	Wordline	Voltage:	
An	Experimental	Study	Using	Real	DRAM	Devices”

• [MICRO’21]	Orosa+,	“A	Deeper	Look	into	RowHammer’s	Sensitivities:	Experimental	Analysis	of	
Real	DRAM	Chips	and	Implications	on	Future	Attacks	and	Defenses”

• [ISCA’20]	Kim+,	“Revisiting	RowHammer:	An	Experimental	Analysis	of	Modern	Devices	and	Mitigation	Techniques”

• [MICRO’19]	Koppula+,	“EDEN:	Enabling	Energy-Efficient,	High-Performance	Deep	Neural	Network	Inference	Using	Approximate	DRAM”
• [MICRO’17]	Khan+,	“Detecting	and	Mitigating	Data-Dependent	DRAM	Failures	by	Exploiting	Current	Memory	Content”

• [ISCA’14]	Kim+,	"Flipping	Bits	in	Memory	Without	Accessing	Them:	An	Experimental	Study	of	DRAM	Disturbance	Errors"
• [SIGMETRICS’14]	Khan+,	"The	Efficacy	of	Error	Mitigation	Techniques	for	DRAM	Retention	Failures:	A	Comparative	Experimental	Study”

• [ISCA’13]	Liu+,	"An	Experimental	Study	of	Data	Retention	Behavior	in	Modern	DRAM	Devices:	Implications	for	Retention	Time	Profiling	Mechanisms"
• [ASPLOS’25]	Baek+,	“Marionette:	A	RowHammer	Attack	via	Row	Coupling”

• [DATE’25]	Zhou+,	“Compromising	the	Intelligence	of	Modern	DNNs:	On	the	Effectiveness	of	Targeted	RowPress”	

• [DRAMSec’23]	Lang+,	“BLASTER:	Characterizing	the	Blast	Radius	of	Rowhammer”

• [Applied	Sciences’22]	Bepary+,	“DRAM	Retention	Behavior	with	Accelerated	Aging	in	Commercial	Chips”
• [ETS’21]	Farmani+,	“RHAT:	Efficient	RowHammer-Aware	Test	for	Modern	DRAM	Modules”

https://dl.acm.org/doi/full/10.1145/3725843.3756022
https://dl.acm.org/doi/full/10.1145/3725843.3756022
https://dl.acm.org/doi/full/10.1145/3725843.3756022
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://dl.acm.org/doi/full/10.1145/3695053.3731030
https://ieeexplore.ieee.org/abstract/document/11022861
https://ieeexplore.ieee.org/abstract/document/11022861
https://ieeexplore.ieee.org/abstract/document/11022861
https://arxiv.org/abs/2502.13075
https://ieeexplore.ieee.org/abstract/document/10946724
https://ieeexplore.ieee.org/abstract/document/10946724
https://ieeexplore.ieee.org/abstract/document/10946724
https://arxiv.org/pdf/2310.14665
https://arxiv.org/pdf/2406.13080
https://arxiv.org/pdf/2406.13080
https://arxiv.org/pdf/2402.18652
https://arxiv.org/pdf/2402.18652
https://arxiv.org/pdf/2402.18652
https://arxiv.org/pdf/2402.18652
https://arxiv.org/pdf/2306.17061.pdf
https://people.inf.ethz.ch/omutlu/pub/RowHammerUnderReducedWordlineVoltage_dsn22.pdf
https://people.inf.ethz.ch/omutlu/pub/RowHammerUnderReducedWordlineVoltage_dsn22.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/EDEN-efficient-DNN-inference-with-approximate-memory_micro19.pdf
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17.pdf
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17.pdf
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf
https://people.inf.ethz.ch/omutlu/pub/error-mitigation-for-intermittent-dram-failures_sigmetrics14.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-retention-time-characterization_isca13.pdf
https://dl.acm.org/doi/abs/10.1145/3669940.3707242
https://ieeexplore.ieee.org/abstract/document/10993193
https://www.research-collection.ethz.ch/bitstream/handle/20.500.11850/617284/dramsec2023-final29.pdf?sequence=2&isAllowed=y
https://www.mdpi.com/2076-3417/12/9/4332
https://ieeexplore.ieee.org/document/9465436
https://ieeexplore.ieee.org/document/9465436
https://ieeexplore.ieee.org/document/9465436


31

Uncovering	New	DRAM	Functionality
• [ICS’26]	Tokuda+,	“Clutch:	High	Performance	Vector-Scalar	Comparison	using	DRAM	via	Chunked	Temporal	Coding”	

• [DSN	Disrupt’26]	Baser+,	“In-DRAM	Signature	Generation	Using	Simultaneous	Multiple-Row	Activation:	An	Experimental	Study	of	Off-The-Shelf	
DRAM	Chips”

• [ICCD’25]	Yuksel+,	“In-DRAM	True	Random	Number	Generation	Using	Simultaneous	Multiple-Row	Activation:	An	Experimental	Study	of	Real	DRAM	
Chips”

• [DSN’24]	Yuksel+,	“Simultaneous	Many-Row	Activation	in	Off-the-Shelf	DRAM	Chips:	
Experimental	Characterization	and	Analysis”

• [HPCA’24]	Yuksel+,	“Functionally-Complete	Boolean	Logic	in	Real	DRAM	Chips:	Experimental	Characterization	and	Analysis"	

• [MICRO’22]	Yaglikci+,	“HIRA:	Hidden	Row	Activation	for	Reducing	Refresh	Latency	of	Off-the-Shelf	DRAM	Chips”

• [ISCA’21]	Orosa+,	“CODIC:	A	Low-Cost	Substrate	for	Enabling	Custom	In-DRAM	Functionalities	and	Optimizations”

• [ISCA’21]	Olgun+,	“QUAC-TRNG:	High-Throughput	True	Random	Number	Generation	
Using	Quadruple	Row	Activation	in	Commodity	DRAM	Chips”

• [HPCA’19]	Kim+,	“D-RaNGe:	Using	Commodity	DRAM	Devices	to	Generate	True	Random	Numbers	with	Low	Latency	and	High	Throughput”

• [JSA’26]	Garzon+,	“CADM:	Content	addressable	commodity	off-the-shelf	DRAM-based	genome	classifier”	

• [IEEE	CAL’25]	Kubo+,	“PUDTune:	Multi-Level	Charging	for	High-Precision	Calibration	in	Processing-Using-DRAM”

• [arXiv’25]	Zhou+,	“EIM-TRNG:	Obfuscating	Deep	Neural	Network	Weights	with	Encoding-in-Memory	True	Random	Number	Generator	via	
RowHammer”	

• [DATE’24]	Zhou+,	“DRAM-Locker:	A	General-Purpose	DRAM	Protection	Mechanism	Against	Adversarial	DNN	Weight	Attacks”

• [MICRO’22]	Gao+,	“FracDRAM:	Fractional	Values	in	Off-the-Shelf	DRAM”

• [HOST’20]	Talukder+,	“Towards	the	Avoidance	of	Counterfeit	Memory:	Identifying	the	DRAM	Origin”

• [MICRO’19]	Gao+,	“ComputeDRAM:	In-Memory	Compute	Using	Off-the-Shelf	DRAMs”

• [IEEE	Access’19]	Talukder+,	“PreLatPUF:	Exploiting	DRAM	Latency	Variations	for	Generating	Robust	Device	Signatures”

• [ICCE’18]	Talukder+,	“Exploiting	DRAM	Latency	Variations	for	Generating	True	Random	Numbers”
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Learning	proprietary	DRAM	details
• [ISCA’24]	Nam+,	”DRAMScope:	Uncovering	DRAM	Microarchitecture	and	Characteristics	by	Issuing	Memory	
Commands”

• [IEEE	CAL’23]	Nam+	”X-ray:	Discovering	DRAM	Internal	Structure	and	Error	Characteristics	by	Issuing	Memory	
Commands”

• [MICRO’21]	Hassan+,	“Uncovering	In-DRAM	RowHammer	Protection	Mechanisms:	
A	New	Methodology,	Custom	RowHammer	Patterns,	and	Implications”

• [S&P’20]	Frigo+,	“TRRespass:	Exploiting	the	Many	Sides	of	Target	Row	Refresh”
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https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/rowhammer-TRRespass_ieee_security_privacy20.pdf
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DRAM	Bender	is	a	Versatile	Platform	(II)

•Other	noteworthy	use	cases:
Understanding	DRAM	voltage	
and	latency	sensitivity

[SIGMETRICS’17]	Chang+,	“Understanding	Reduced-Voltage	Operation	
in	Modern	DRAM	Devices:	
Experimental	Characterization,	Analysis,	and	Mechanisms”
[SIGMETRICS’16]	Chang+,	“Understanding	Latency	Variation	in	Modern	DRAM	Chips:	
Experimental	Characterization,	Analysis,	and	Optimization”

DRAM	power	characterization
[SIGMETRICS’18]	Ghose+,	“What	Your	DRAM	Power	Models	Are	Not	Telling	
You:	Lessons	from	a	Detailed	Experimental	Study”

Reused	in	new	FPGA-based	
evaluation	infrastructures

[DSN’25]	Canpolat+,	“EasyDRAM:	An	FPGA-based	Infrastructure	for	Fast	and	
Accurate	End-to-End	Evaluation	of	Emerging	DRAM	Techniques”

https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/Voltron-reduced-voltage-DRAM-sigmetrics17-paper.pdf
https://people.inf.ethz.ch/omutlu/pub/understanding-latency-variation-in-DRAM-chips_sigmetrics16.pdf
https://people.inf.ethz.ch/omutlu/pub/understanding-latency-variation-in-DRAM-chips_sigmetrics16.pdf
https://people.inf.ethz.ch/omutlu/pub/VAMPIRE-DRAM-power-characterization-and-modeling_sigmetrics18_pomacs18-twocolumn.pdf
https://people.inf.ethz.ch/omutlu/pub/VAMPIRE-DRAM-power-characterization-and-modeling_sigmetrics18_pomacs18-twocolumn.pdf
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883
https://ieeexplore.ieee.org/document/11068883


DRAM	Bender	
Enables	Understanding	

DRAM	Robustness	Problems
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Variable	Read	Disturbance
• Ataberk	Olgun,	Nisa	Bostanci,	Ismail	Emir	Yuksel,	Abdullah	Giray	Yaglikci,	
Geraldo	Francisco	de	Oliveira,	Haocong	Luo,	Oguzhan	Canpolat,	Minesh	Patel,	
and Onur	Mutlu,
"Variable	Read	Disturbance:	An	Experimental	Analysis	of	Temporal	
Variation	in	DRAM	Read	Disturbance"
Proceedings	of	the 31st	International	Symposium	on	High-Performance	
Computer	Architecture (HPCA),	Las	Vegas,	NV,	USA,	March	2025.
[Slides	(pptx) (pdf)]

https://arxiv.org/pdf/2502.13075
https://arxiv.org/pdf/2502.13075
https://www.hpca-conf.org/2025/
https://www.hpca-conf.org/2025/
https://www.hpca-conf.org/2025/
https://www.hpca-conf.org/2025/
https://people.inf.ethz.ch/omutlu/pub/VRD_hpca25-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/VRD_hpca25-talk.pdf


A Typical DRAM-Based Computing System

CPU DRAM Module

DRAM Chip
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DRAM Organization

DRAM Chip

BankC
hip I/O

DRAM Bank

Subarray

. . .

DRAM Subarray

Row Buffer

Bitline

…
…

Wordline

… … … …

DRAM Cell

DRAM 
Row
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Read Disturbance in DRAM (I)
•Read disturbance in DRAM breaks memory isolation
•Prominent example: RowHammer

Row 1

Row 2

Row 3

Row 2open

Row 1

Row 3

Row 2closed Row 2open

Row 1

Row 3

Row 2open Row 2closed

DRAM Subarray

Victim Row

Victim Row

Aggressor Row

Repeatedly opening (activating) and closing a DRAM row 
many times causes RowHammer bitflips in adjacent rows

[Kim+, ISCA’14] 38



Read Disturbance in DRAM (II)
•Read disturbance in DRAM breaks memory isolation
•A new read disturbance phenomenon: RowPress

Row 1

Row 2

Row 3

Row 2open

Row 1

Row 3

Row 2closed Row 2open

Row 1

Row 3

Row 2open Row 2keep open

Victim Row

Victim Row

Aggressor Row

[Luo+, ISCA’23]

Keeping a DRAM row open for a long time 
causes bitflips in adjacent rows

DRAM Subarray
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DRAM Cell Leakage
Each cell encodes information in leaky capacitors

wordline

capacitor

access
transistor

bitline

Stored data is corrupted if too much charge leaks 
(i.e., the capacitor voltage degrades too much)

charge
leakage
paths

[Patel+, ISCA’17] 40



DRAM Refresh

Periodic refresh operations preserve stored data

C
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Vmin

Refresh Window

Refresh Operations

time
REF REFREF

[Kim+, ISCA’20] 41



Read Disturbance Bitflips
C

ap
ac

ito
r v
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ta

ge
 (V

dd
) 100%

0%

Vmin

time
REF REFREF

Accesses to nearby row

Read Disturbance 
Bitflip

[Kim+, ISCA’20] 42



Read Disturbance Solutions
There are many solutions to mitigate read disturbance bitflips

•More robust DRAM chips and/or error-correcting codes

• Increased refresh rate 

• Physical isolation

• Row remapping

• Preventive refresh

• Proactive throttling

Each solution offers a different system design point 
in reliability, performance, energy, and area tradeoff space
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The Read Disturbance Threshold (RDT)

•Many secure read disturbance solutions
take a preventive action before a bitflip manifests
• E.g., preventively refresh a victim row

•Must accurately quantify the amount of disturbance
that a row can withstand before experiencing a bitflip
• Typically identified by testing for read disturbance failures

•Read Disturbance Threshold (RDT):
The number of aggressor row activations 
needed to induce the first bitflip

44



Accurate Identification of Read Disturbance Threshold
is Critical for System Security and Performance

45

Configured RDT 
for the Mitigation Technique

Pe
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d RDT overestimated
Insecure

Low overhead
(e.g., 10,000)

RDT underestimated
High overhead

Secure
(e.g., 20)

Ground truth 
RDT

(e.g., 1,000)

To securely prevent bitflips at low overhead
RDT must be accurately identified and carefully configured



Configured RDT 
for the Mitigation Technique
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d RDT overestimated
Insecure

Low overhead
(e.g., 10,000)

RDT underestimated
High overhead

Secure
(e.g., 20)

Ground truth 
RDT

(e.g., 1,000)

Motivation
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Prior works assume that the ground truth 
Read Disturbance Threshold (RDT) can be identified



Our Goal

Answer two research questions:

Analyze implications for 
read disturbance solutions

1 Does RDT change over time?

2
How reliably and efficiently 

can RDT be measured?
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DDR4 DRAM Testing Infrastructure
DRAM Bender on a Xilinx Virtex UltraScale+ XCU200
Xilinx Alveo U200 FPGA Board
(programmed with DRAM Bender*)

DRAM Module with Heaters

MaxWell FT200 
Temperature Controller

PCIe 
Host Interface

*Olgun et al., "DRAM Bender: An Extensible and Versatile FPGA-Based Infrastructure to Easily Test 
State-of-the-Art DRAM Chips,” TCAD, 2023. [GitHub: https://github.com/CMU-SAFARI/DRAM-Bender]

Fine-grained control over DRAM commands, 
timing parameters (±1.5ns), and temperature (±0.5°C )
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HBM2 DRAM Testing Infrastructure

*Olgun et al., "DRAM Bender: An Extensible and Versatile FPGA-Based Infrastructure to Easily Test 
State-of-the-Art DRAM Chips,” TCAD, 2023. [GitHub: https://github.com/CMU-SAFARI/DRAM-Bender]

Fine-grained control over DRAM commands, 
timing parameters (±1.67ns), and temperature (±0.5°C )

DRAM Bender on a Bittware XUPVVH
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Tested DRAM Chips
160 DDR4 and 4 HBM2 Chips from SK Hynix, Micron, Samsung
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Foundational Results: Key Takeaway

51

The Read Disturbance Threshold (RDT) of a row
changes randomly and unpredictably over time

Accurately identifying RDT is challenging

Key Takeaway
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Read Disturbance Threshold Changes Over Time
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Variable Read Disturbance Across DRAM Chips
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across all tested DRAM chips



Variable Read Disturbance Across DRAM Chips
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RDT consistently varies over time
across all tested DRAM chips

https://arxiv.org/pdf/2502.13075

https://arxiv.org/pdf/2502.13075


VRD is (Likely) Unpredictable
•The outcome of the next 

read disturbance threshold (RDT) measurement 
cannot be predicted given past measurements

61

1
RDT histograms well resemble* 
random probability distributions
e.g., normal distribution

* Resemblance quantified using statistical tests in the paper 

2
Analyze and find no repeating patterns
in the series of consecutively measured RDT values
using the autocorrelation function



VRD is (Likely) Unpredictable
•The outcome of the next RDT measurement

cannot be predicted given past measurements

62

1
RDT histograms well resemble* 
random probability distributions
e.g., normal distribution

2 Analyze and find no repeating patterns 
using the autocorrelation function

https://arxiv.org/pdf/2502.13075

https://arxiv.org/pdf/2502.13075


In-Depth Analysis: Parameter Space
•Four data patterns

•Three temperature levels: 50°C, 65°C, 80°C

•Three aggressor row on time values (RowPress):
• Minimum tRAS = ~35ns
• Interval between two periodic refresh commands tREFI = 7.8µs (DDR4)
• Maximum interval between two refresh 9 ⨉ tREFI = 70.2µs (DDR4)

•Test 3750 rows and measure RDT 1000 times per row
• Aside: what would happen if we measure >1M times?
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In-Depth Analysis: Key Takeaways

64

All tested DRAM rows exhibit VRD

Takeaway 1

Relatively few (<500) RDT measurements are
unlikely to yield the minimum RDT of a row

Takeaway 2

Data patterns, temperature, and
aggressor row on time affect VRD

Takeaway 3



Implications Summary
•Security guarantees provided by mitigation techniques 

rely on accurately identified 
minimum read disturbance threshold (RDT)

•Accurate identification of minimum RDT (for each row)
is extremely challenging (even with 1000s measurements) 
because RDT unpredictably changes over time

•We analyze the use of a guardband and ECC
•May prevent VRD-induced bitflips
• Large guardbands induce performance overhead

•Call for future work on online RDT profiling and 
runtime configurable read disturbance mitigations
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Combining ECC and Guardbands (II)

66

RDT guardbands ≥20% yield 1 unique bitflip in a row

Given our limited measurement dataset (10K measurements)
RDT guardbands ≥20% combined with ECC

may prevent VRD-induced read disturbance bitflips 

More detailed analysis (following a large-scale study)
needed to make a definitive conclusion



Extended Version on arXiv
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https://arxiv.org/pdf/2502.13075

https://arxiv.org/pdf/2502.13075
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Variable	Read	Disturbance
• Ataberk	Olgun,	Nisa	Bostanci,	Ismail	Emir	Yuksel,	Abdullah	Giray	Yaglikci,	
Geraldo	Francisco	de	Oliveira,	Haocong	Luo,	Oguzhan	Canpolat,	Minesh	Patel,	
and Onur	Mutlu,
"Variable	Read	Disturbance:	An	Experimental	Analysis	of	Temporal	
Variation	in	DRAM	Read	Disturbance"
Proceedings	of	the 31st	International	Symposium	on	High-Performance	
Computer	Architecture (HPCA),	Las	Vegas,	NV,	USA,	March	2025.
[Slides	(pptx) (pdf)]

https://arxiv.org/pdf/2502.13075
https://arxiv.org/pdf/2502.13075
https://www.hpca-conf.org/2025/
https://www.hpca-conf.org/2025/
https://www.hpca-conf.org/2025/
https://www.hpca-conf.org/2025/
https://people.inf.ethz.ch/omutlu/pub/VRD_hpca25-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/VRD_hpca25-talk.pdf
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DiscoRD	(Preprint)

How can we reliably identify RDT given VRD?

https://arxiv.org/pdf/2603.12435v1

https://arxiv.org/pdf/2603.12435v1
https://arxiv.org/pdf/2603.12435v1
https://arxiv.org/pdf/2603.12435v1
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RowPress	[ISCA	2023]
• Haocong	Luo,	Ataberk	Olgun,	Giray	Yaglikci,	Yahya	Can	Tugrul,	Steve	Rhyner,	M.	
Banu	Cavlak,	Joel	Lindegger,	Mohammad	Sadrosadati,	and Onur	Mutlu,
"RowPress:	Amplifying	Read	Disturbance	in	Modern	DRAM	Chips"
Proceedings	of	the 50th	International	Symposium	on	Computer	Architecture (ISCA),	
Orlando,	FL,	USA,	June	2023.
[Slides	(pptx) (pdf)]
[Lightning	Talk	Slides	(pptx) (pdf)]
[Lightning	Talk	Video (3	minutes)]
[RowPress	Source	Code	and	Datasets	(Officially	Artifact	Evaluated	with	All	Badges)]
Officially	artifact	evaluated	as	available,	reusable	and	reproducible.
Best	artifact	award	at	ISCA	2023.
One	of	the	12	computer	architecture	papers	of	2023	
selected	as	Top	Picks	by	IEEE	Micro.	
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https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23.pdf
http://iscaconf.org/isca2023/
https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23-lightning-talk.pdf
https://www.youtube.com/watch?v=R3VKbbbWMnY
https://github.com/CMU-SAFARI/RowPress
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RowPress:	Key	Observation
Keeping	a	DRAM	row	open	for	a	long	time	

causes	bitflips	in	adjacent	rows

These	bitflips	do	NOT	require	many	row	activations

Only	one	activation	is	enough	in	some	cases!

RowHammer
Aggressor Row

Open

Close

RowPress
Aggressor Row

Open

Close

36ns,	47K	activations	to	induce	bitflips

7.8µs,	only	5K	activations	to	induce	bitflips



Real-System	Demonstration	(I)

72

Key	Idea:	A	proof-of-concept	RowPress	program	keeps	a	
DRAM	row	open	for	a	longer	period	by	keeping	on	
accessing	different	cache	blocks	in	the	row

Intel	Core	i5-10400	
(Comet	Lake)

Samsung	DDR4	Module	
M378A2K43CB1-CTD
(Date	Code:	20-10)

w/	TRR	RowHammer	Mitigation

// Sync with Refresh and Loop Below
 for (k = 0; k < NUM_AGGR_ACTS; k++)
 for (j = 0; j < NUM_READS; j++) ∗AGGRESSOR1[j];
 for (j = 0; j < NUM_READS; j++) ∗AGGRESSOR2[j];
 for (j = 0; j < NUM_READS; j++)
 clflushopt(AGGRESSOR1[j]);
 clflushopt(AGGRESSOR2[j]);

 mfence();
 activate_dummy_rows();

Number of Cache Blocks Accessed 
Per Aggressor Row ACT

(NUM_READS=1 is Rowhammer)



Real-System	Demonstration	(II)

73

Leveraging	RowPress,	our	user-level	program	
induces	bitflips	when	RowHammer	cannot

On	1500	victim	rows
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RowPress	Results	&	Source	Code

Fully	open	source	and	artifact	evaluated
Ø https://github.com/CMU-SAFARI/RowPress

https://github.com/CMU-SAFARI/RowPress
https://github.com/CMU-SAFARI/RowPress
https://github.com/CMU-SAFARI/RowPress
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ColumnDisturb
• Ismail	Emir	Yuksel,	Ataberk	Olgun,	Nisa	Bostanci,	
Haocong	Luo,	A.	Giray	Yaglikci,	and Onur	Mutlu,
"ColumnDisturb:	Understanding	Column-based	Read	Disturbance	in	Real	
DRAM	Chips	and	Implications	for	Future	Systems"
Proceedings	of	the 58th	International	Symposium	on	Microarchitecture (MICRO),	
Seoul,	South	Korea,	October	2025.
[Slides	(pptx) (pdf)]

https://arxiv.org/pdf/2510.14750
https://arxiv.org/pdf/2510.14750
https://arxiv.org/pdf/2510.14750
https://arxiv.org/pdf/2510.14750
http://www.microarch.org/micro58/
https://people.inf.ethz.ch/omutlu/pub/columndisturb_micro25_talk.pptx
https://people.inf.ethz.ch/omutlu/pub/columndisturb_micro25_talk.pdf
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Research Question

What if there is a much worse 
read disturbance phenomenon

that affects
thousands of DRAM rows

through the bitlines?
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ColumnDisturb
By repeatedly opening or keeping a DRAM row open, 

it is possible to disturb many DRAM cells 
on the same DRAM column

With ColumnDisturb, the activation of a single row concurrently affects 
DRAM cells across as many as three DRAM subarrays 

(e.g., up to 3072 DRAM rows)

Victim Cell

Subarray

Subarray

Subarray
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ColumnDisturb
• Ismail	Emir	Yuksel,	Ataberk	Olgun,	Nisa	Bostanci,	
Haocong	Luo,	A.	Giray	Yaglikci,	and Onur	Mutlu,
"ColumnDisturb:	Understanding	Column-based	Read	Disturbance	in	Real	
DRAM	Chips	and	Implications	for	Future	Systems"
Proceedings	of	the 58th	International	Symposium	on	Microarchitecture (MICRO),	
Seoul,	South	Korea,	October	2025.
[Slides	(pptx) (pdf)]

https://arxiv.org/pdf/2510.14750
https://arxiv.org/pdf/2510.14750
https://arxiv.org/pdf/2510.14750
https://arxiv.org/pdf/2510.14750
http://www.microarch.org/micro58/
https://people.inf.ethz.ch/omutlu/pub/columndisturb_micro25_talk.pptx
https://people.inf.ethz.ch/omutlu/pub/columndisturb_micro25_talk.pdf


DRAM	Bender	
Enables	Uncovering	

New	DRAM	Functionality
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QUAC-TRNG
• Ataberk	Olgun,	Minesh	Patel,	A.	Giray	Yaglikci,	Haocong	Luo,	Jeremie	S.	Kim,	F.	Nisa	
Bostanci,	Nandita	Vijaykumar,	Oguz	Ergin,	and Onur	Mutlu,
"QUAC-TRNG:	High-Throughput	True	Random	Number	Generation	Using	
Quadruple	Row	Activation	in	Commodity	DRAM	Chips"
Proceedings	of	the 48th	International	Symposium	on	Computer	Architecture (ISCA),	
Virtual,	June	2021.
[Slides	(pptx) (pdf)]
[Short	Talk	Slides	(pptx) (pdf)]
[Talk	Video (25	minutes)]
[SAFARI	Live	Seminar	Video (1	hr	26	mins)]

https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
http://iscaconf.org/isca2021/
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21-short-talk.pdf
https://www.youtube.com/watch?v=QtBrq0WVOmQ&list=PL5Q2soXY2Zi8_VVChACnON4sfh2bJ5IrD&index=132
https://www.youtube.com/watch?v=snvF3g3GfkI&list=PL5Q2soXY2Zi_tOTAYm--dYByNPL7JhwR9&index=6
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Accessing	a	DRAM	Cell

Sense	
Ampenable

bitline

wordline

capacitor

access	
transistor

bitline
[Seshadri+	MICRO’17]
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Accessing	a	DRAM	Cell

½	VDD	+	δ

enable

bitline

wordline

capacitor

access	
transistor

½	VDDVDD

enable	
wordline

enable	
sense	amp

connects	cell	
to	bitline

cell	loses	charge	
to	bitline

cell	charge	
restored

Sense	
Amp

deviation	in	
bitline	voltage

½	VDD0
bitline

[Seshadri+	MICRO’17]
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DRAM	Operation

…

…

…… …
Sense	AmplifiersSense	Amplifiers

Cache	line

READ

…

READ READ

W
or
dl
in
e	

D
ri
ve
rs

Sense	AmplifiersREAD READ READ

ACT	R0 RD PRE	R0RD RD ACT	R1 RD RD RD

time

DRAM	Command	Sequence

tRAS
(Activation	Latency)

tRP
(Precharge	Latency)

[Kim+	HPCA’19]
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Quadruple	Activation	(QUAC)
New	Observation

Carefully-engineered	DRAM	commands	
can	activate	four	rows	in	real	DRAM	chips

Activate	four	rows	with	two	ACT	commands

ACT PRE ACT<3ns <3ns
35ns 14ns

Violated

Default
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Why	Does	QUAC	Work?

Hypothetical	circuit	to	explain	QUAC

Hierarchical	Wordlines

•High	density	and	performance	requirements	
•Hierarchical	organization	of	DRAM	
wordlines	enable	high-density	and	low-
latency	DRAM	operation
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Hierarchical	Wordlines
A	master	wordline	drives	multiple	local	wordlines

Select	signals	for	rows	0-3
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Hypothetical	Row	Decoder

L

L

L

L

Address	[0]

Address	[1]

Latch

A0

A0

A1

A1

Predecode	the	
least	significant	two	bits

A0
A1

A0
A1

A0
A1

A1
A0

S0

S1

S2

S3

Drive	
control	signals
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Hypothetical	Row	Decoder

L

L

L

L

A0

A0

A1

A1

A0
A1

A0
A1

A0
A1

A1
A0

S0

S1

S2

S3

Command ACT	R0

0

0

First	ACT	command	drives	a	single	wordline
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Hypothetical	Row	Decoder
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A0

A0

A1

A1

A0
A1

A0
A1

A0
A1

A1
A0

S0

S1

S2

S3

Command ACT	R0

0

0

PREViolate	
Timing

PRE	command	cannot	disable	latches



95

Hypothetical	Row	Decoder

L

L

L

L

A0

A0

A1

A1

A0
A1

A0
A1

A0
A1

A1
A0

S0

S1

S2

S3

Command ACT	R0

0

0

PREViolate	
Timing

Violate	
Timing ACT	R3

1

1

Second	ACT	drives	the	remaining	three	wordlines
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Hypothetical	Row	Decoder

L

L

L

L

A0

A0

A1

A1

A0
A1

A0
A1

A0
A1

A1
A0

S0

S1

S2

S3

Command ACT	R0 PREViolate	
Timing

Violate	
Timing ACT	R3

1

1

Second	ACT	drives	the	remaining	three	wordlinesAll	four	wordlines	are	enabled
Quadruple	Activation
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Use	Cases	of	True	Random	Numbers
High-quality	true	random	numbers
are	critical	to	many	applications

True	random	numbers	can	only	be	obtained	
by	sampling	random	physical	processes

Unfortunately,	not	all	computing	systems	are	equipped	
with	TRNG	hardware	(e.g.,	dedicated	circuitry)	
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Generating	Random	Values	via	QUAC
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Generating	Random	Values	via	QUAC
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Generating	Random	Values	via	QUAC
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VDD/2

VDD/2

Enable ACT
R0

PRE ACT	
R3

+	𝜺

Enable	Sense	
Amplifiers

Sense	
Amplifier

R0

R1

R2

R3 Random	perturbation
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QUAC-TRNG	vs	State-Of-The-Art

Outperforms	best prior DRAM-based TRNG
(i)	“base” by	15.08x	at	2.4	GT/s

(ii)	“enhanced”	by	2.03x	at	12	GT/s	
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QUAC-TRNG
• Ataberk	Olgun,	Minesh	Patel,	A.	Giray	Yaglikci,	Haocong	Luo,	Jeremie	S.	Kim,	F.	Nisa	
Bostanci,	Nandita	Vijaykumar,	Oguz	Ergin,	and Onur	Mutlu,
"QUAC-TRNG:	High-Throughput	True	Random	Number	Generation	Using	
Quadruple	Row	Activation	in	Commodity	DRAM	Chips"
Proceedings	of	the 48th	International	Symposium	on	Computer	Architecture (ISCA),	
Virtual,	June	2021.
[Slides	(pptx) (pdf)]
[Short	Talk	Slides	(pptx) (pdf)]
[Talk	Video (25	minutes)]
[SAFARI	Live	Seminar	Video (1	hr	26	mins)]

https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21.pdf
http://iscaconf.org/isca2021/
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/QUAC-TRNG-DRAM_isca21-short-talk.pdf
https://www.youtube.com/watch?v=QtBrq0WVOmQ&list=PL5Q2soXY2Zi8_VVChACnON4sfh2bJ5IrD&index=132
https://www.youtube.com/watch?v=snvF3g3GfkI&list=PL5Q2soXY2Zi_tOTAYm--dYByNPL7JhwR9&index=6
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SiMRA-TRNG
• Ismail	Emir	Yuksel,	Ataberk	Olgun,	Nisa	Bostancı,	Oğuzhan	Canpolat,	Geraldo	
Francisco	de	Oliveira	Junior,	Mohammad	Sadrosadati,	Abdullah	Giray	Yağlıkçı,	
and Onur	Mutlu,
"In-DRAM	True	Random	Number	Generation	Using	Simultaneous	
Multiple-Row	Activation:	An	Experimental	Study	of	Real	DRAM	Chips"
Proceedings	of	the 43rd	IEEE	International	Conference	on	Computer	
Design (ICCD),	Dallas,	TX,	USA,	November	2025.
[Slides	(pptx) (pdf)]

https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
http://www.iccd-conf.com/
http://www.iccd-conf.com/
https://people.inf.ethz.ch/omutlu/pub/simratrng_iccd25-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/simratrng_iccd25-talk.pdf
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SiMRA-TRNG: Throughput

SiMRA-based TRNG designs outperform 
the state-of-the-art DRAM-based TRNG

State-of-the-art DRAM-based TRNG

1.15x
1.99x 1.82x

1.39x
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SiMRA-TRNG
• Ismail	Emir	Yuksel,	Ataberk	Olgun,	Nisa	Bostancı,	Oğuzhan	Canpolat,	Geraldo	
Francisco	de	Oliveira	Junior,	Mohammad	Sadrosadati,	Abdullah	Giray	Yağlıkçı,	
and Onur	Mutlu,
"In-DRAM	True	Random	Number	Generation	Using	Simultaneous	
Multiple-Row	Activation:	An	Experimental	Study	of	Real	DRAM	Chips"
Proceedings	of	the 43rd	IEEE	International	Conference	on	Computer	
Design (ICCD),	Dallas,	TX,	USA,	November	2025.
[Slides	(pptx) (pdf)]

https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
https://arxiv.org/pdf/2510.20269
http://www.iccd-conf.com/
http://www.iccd-conf.com/
https://people.inf.ethz.ch/omutlu/pub/simratrng_iccd25-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/simratrng_iccd25-talk.pdf
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SiMRA-PUF
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FC-DRAM
• Ismail	Emir	Yuksel,	Yahya	Can	Tugrul,	Ataberk	Olgun,	F.	Nisa	Bostanci,	A.	Giray	
Yaglikci,	Geraldo	F.	Oliveira,	Haocong	Luo,	Juan	Gomez-Luna,	Mohammad	
Sadrosadati,	and Onur	Mutlu,
"Functionally-Complete	Boolean	Logic	in	Real	DRAM	Chips:	Experimental	
Characterization	and	Analysis"
Proceedings	of	the 30th	International	Symposium	on	High-Performance	
Computer	Architecture (HPCA),	Edinburgh,	UK,	March	2024.
[Slides	(pptx) (pdf)]
[arXiv	version]
[FCDRAM	Source	Code]

https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://safari.ethz.ch/wp-content/uploads/fcdram_slides.pptx
https://safari.ethz.ch/wp-content/uploads/fcdram_slides.pdf
https://arxiv.org/abs/2402.18736
https://github.com/CMU-SAFARI/FCDRAM/


The	Capability	of	COTS	DRAM	Chips
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We	demonstrate	that	COTS	DRAM	chips:

Can	simultaneously	activate	up	to	
48	rows	in	two	neighboring	subarrays1

Can	perform	NOT	operation	
with	up	to	32	output	operands2
Can	perform	up	to	16-input

AND,	NAND,	OR,	and	NOR	operations3



48	Simultaneously	Activated	Rows

109

Exactly	the	same	number	of	rows	
in	each	subarray	
are	activated

Twice	as	many	rows	in	one	subarray
compared	to	its	neighbor	subarray	

are	activated

COTS	DRAM	chips	have	two	distinct	sets	of	
activation	patterns	in	neighboring	subarrays

when	two	rows	are	activated	with	violated	timings

Subarray	X

Subarray	Y
Shared	Sense	Amplifiers

Up	to	16	rows

Up	to	16	rows

Subarray	X

Subarray	Y
Shared	Sense	Amplifiers

Up	to	16	rows

Up	to	32	rows

A	total	of	32	rows A	total	of	48	rows
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Connect	rows	in	neighboring	subarrays
through	a	NOT	gate	by	simultaneously	activating	rows

Bitwise	NOT:	Key	Idea

SA

A
src

dst

ACT	src ACT	dstSA

A
src

dst

SA

A
src

dst
~A

NOT	gate	



½	VDD

NOT	Operation:	A	Walkthrough

src

dst
½	VDD

GND

GND
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ACT	src

connects	
src	to	
bitline



GND

NOT	Operation:	A	Walkthrough

src

dst

GND

GNDVDD
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ACT	src
Nominal

drives	
bitline	to	
GND

drives	
bitline	to	
VDD



NOT	Operation:	A	Walkthrough

src

dst

connects	
dst	to	
bitline
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ACT	src PRE ACT	dst
Nominal <3ns

GND

VDD

sense	
amplifier	is	
still	enabled

	

dst’s	bitline	is	
still	VDD

	



NOT	Operation:	A	Walkthrough

src

dst

negated	
value	of	
src	(VDD)	
is	written	
to	dst

114

ACT	src PRE ACT	dst
Nominal <3ns

GND

VDD



Performing	NOT	in	COTS	DRAM	Chips
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There	is	at	least	one	DRAM	cell	that	can	
perform	the	NOT	operation	
with	a	100%	success	rate	

COTS	DRAM	chips	can	perform	NOT	operations	
with	up	to	32	destination	rows
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Manipulate	the	bitline	voltage	to	express	
a	wide	variety	of	functions	using

multiple-row	activation	in	neighboring	subarrays

16-Input	NAND/NOR/AND/OR	

Multiple	Row	ACT

V(A,B)

SA

B

X

Y

V(X,Y)

X

SA

B

Y

VREF

VREF

A A

sense	amp.
compares

V(A,B)	and	V(X,Y)



VDD=1	&	GND	=	0	

Two-Input	AND	and	NAND	Operations
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Reference	
Subarray	
(REF)

Compute	
Subarray	
(COM)

X
Y

ACT PRE ACT
<3ns<3ns

AVG(VDD,VDD/2)

AVG(X,Y)

*Gao	et	al.,	"FracDRAM:	Fractional	Values	in	Off-the-Shelf	DRAM,"	in	MICRO,	2022.

AND NAND

VDD

VDD/2* X Y COM REF

1 1 1 0

0 1 0 1
1 0 0 1

0 0 0 1



Performing	AND,	NAND,	OR,	and	NOR

COTS	DRAM	chips	can	perform	
{2,	4,	8,	16}-input	AND,	NAND,	OR,	and	NOR	operations

118



Performing	AND,	NAND,	OR,	and	NOR

COTS	DRAM	chips	can	perform	
16-input	AND,	NAND,	OR,	and	NOR	operations

with	very	high	success	rate	(>94%)

119
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FC-DRAM
• Ismail	Emir	Yuksel,	Yahya	Can	Tugrul,	Ataberk	Olgun,	F.	Nisa	Bostanci,	A.	Giray	
Yaglikci,	Geraldo	F.	Oliveira,	Haocong	Luo,	Juan	Gomez-Luna,	Mohammad	
Sadrosadati,	and Onur	Mutlu,
"Functionally-Complete	Boolean	Logic	in	Real	DRAM	Chips:	Experimental	
Characterization	and	Analysis"
Proceedings	of	the 30th	International	Symposium	on	High-Performance	
Computer	Architecture (HPCA),	Edinburgh,	UK,	March	2024.
[Slides	(pptx) (pdf)]
[arXiv	version]
[FCDRAM	Source	Code]

https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://arxiv.org/pdf/2402.18736
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://www.hpca-conf.org/2024/
https://safari.ethz.ch/wp-content/uploads/fcdram_slides.pptx
https://safari.ethz.ch/wp-content/uploads/fcdram_slides.pdf
https://arxiv.org/abs/2402.18736
https://github.com/CMU-SAFARI/FCDRAM/


6th Workshop on  Memory-Centric Computing Systems

A full-day workshop @ ISCA 2026
28th June 2026 (Sunday)

Organizers: Ismail Emir Yuksel, F. Nisa Bostanci, 
Ataberk Olgun, Prof. Onur Mutlu

• Overview of PIM & 
PIM Taxonomy

• PIM in Memory & Storage
• Infrastructures for 

PIM Research
• Real-World PnM Systems

• PuM for 
Bulk Bitwise Operations

• Programming Techniques & 
Tools

• Research Challenges & 
Opportunities

MCCSys

https://events.safari.ethz.ch/isca26-mccsys/

More information & 
call for papers: 

https://events.safari.ethz.ch/ics26-mccsys/
https://events.safari.ethz.ch/ics26-mccsys/
https://events.safari.ethz.ch/ics26-mccsys/


DRAM	Bender	
Enables	Learning	
DRAM	Internals
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U-TRR
• Hasan	Hassan,	Yahya	Can	Tugrul,	Jeremie	S.	Kim,	Victor	van	der	Veen,	Kaveh	
Razavi,	and Onur	Mutlu,
"Uncovering	In-DRAM	RowHammer	Protection	Mechanisms:	A	New	
Methodology,	Custom	RowHammer	Patterns,	and	Implications"
Proceedings	of	the 54th	International	Symposium	on	Microarchitecture (MICRO),	
Virtual,	October	2021.
[Slides	(pptx) (pdf)]
[Short	Talk	Slides	(pptx) (pdf)]
[Lightning	Talk	Slides	(pptx) (pdf)]	[Talk	Video (25	minutes)]
[Lightning	Talk	Video (100	seconds)]	[arXiv	version]

https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
http://www.microarch.org/micro54/
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-lightning-talk.pdf
https://www.youtube.com/watch?v=YkBR9yeLHRs&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=11
https://www.youtube.com/watch?v=HHxeuWVqq8w&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=5
https://arxiv.org/abs/2110.10603
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The	RowHammer	Vulnerability

Row	0

Row	1

Row	2

Row	3

Row	4

Row	2open
Row	1

Row	3

Row	2closed Row	2open
Row	1

Row	3

Row	0

Row	4

Row	2open Row	2closed

DRAM	Chip

Victim	Row

Victim	Row

Victim	Row

Victim	Row

Aggressor	Row

Repeatedly	opening	(activating)	and	closing	(precharging)	
a	DRAM	row	causes	RowHammer	bit	flips	in	nearby	cells
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Target	Row	Refresh	(TRR)

DRAM	vendors	equip	their	DRAM	chips	with	a	proprietary	
mitigation	mechanisms	known	as	Target	Row	Refresh	(TRR)

Row	0
Row	1
Row	2
Row	3
Row	4

TRR-equipped	DRAM	Chip

T
R
R

Aggressor	detected:	Row	2

closedopen

Refresh	neighbor	rows TRR-induced	refreshes

Key	Idea:	TRR	refreshes	nearby	rows	upon	detecting	an	aggressor	row

Memory	
Controller

REF
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Goal

Study	in-DRAM	TRR	mechanisms	to

	 understand	how	they	operate1

	 	secure	DRAM	completely	against	RowHammer3

	 	assess	their	security2
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U-TRR:	Key	Idea

Key	idea:	Use	data	retention	failures	as	a	side	channel	
to	detect	when	a	row	is	refreshed	by	on-die	mitigation

[Hassan+, MICRO’21, source code available at https://github.com/CMU-SAFARI/U-TRR]

Hassan	et	al.,	"Uncovering	In-DRAM	RowHammer	Protection	Mechanisms:	
A	New	Methodology,	Custom	RowHammer	Patterns,	and	Implications,”	in	MICRO,	2021.

https://github.com/CMU-SAFARI/U-TRR
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://github.com/CMU-SAFARI/U-TRR
https://github.com/CMU-SAFARI/U-TRR
https://github.com/CMU-SAFARI/U-TRR
https://github.com/CMU-SAFARI/U-TRR
https://github.com/CMU-SAFARI/U-TRR
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
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Experimental	Methodology

[Hassan+,	MICRO’21]

Victim	Row	R

1.	Identify	a	row	(R)	with	T	retention	time

2.	Wait	for	T/2

Aggressor	Row	R	+	1

3.	Hammer	R+1	once

4.	Issue	a	periodic	REF	command	(trigger	mitigation)

5.	Wait	for	T/2,	read	out	row	R	and	check	for	bitflips On-DRAM-die
Mitigation

Sample	as	aggressor	row

Timeline

Refresh	R

time	=	0 time	=	T/2 time	=	T

Read	R

Refresh	vic
tim	row

Mitigation	refreshes	R
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Experimental	Methodology

[Hassan+,	MICRO’21]

Victim	Row	R

1.	Identify	a	row	(R)	with	T	retention	time

2.	Wait	for	T/2

Aggressor	Row	R	+	1

3.	Hammer	R+1	once

4.	Issue	a	periodic	REF	command	(trigger	mitigation)

5.	Wait	for	T/2,	read	out	row	R	and	check	for	bitflips On-DRAM-die
Mitigation

Sample	as	aggressor	row

Refresh	vic
tim	row

Timeline

Refresh	R

time	=	0 time	=	T/2 time	=	T

Mitigation	refreshes	R

Row	R	experiences	no	bitflips
only	if	on-DRAM-die	mitigation	exists

Read	R
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Experimental	Methodology

[Hassan+,	MICRO’21]

Victim	Row	R

1.	Identify	a	row	(R)	with	T	retention	time

2.	Wait	for	T/2

Aggressor	Row	R	+	1

3.	Hammer	R+1	once

4.	Issue	a	periodic	REF	command	(trigger	mitigation)

5.	Wait	for	T/2,	read	out	row	R	and	check	for	bitflips On-DRAM-die
Mitigation

Sample	as	aggressor	row

Refresh	vic
tim	row

Timeline

Refresh	R

time	=	0 time	=	T

retention	bitflips

Row	R	experiences	no	bitflips
only	if	on-DRAM-die	mitigation	exists

Read	R

Row	R	experiences	retention	bitflips
if	not	refreshed	at	T/2

time	=	T/2

Row	R	not	refreshed



131

DRAM	Testing	Infrastructure

We	implement	U-TRR	using	
FPGA-based	SoftMC	[Hassan+,	HPCA’17]	
modified	to	support	DDR4	DRAM

SoftMC	provides	fine-grained	control	
over	DRAM	commands,	
timing	parameters	and	temperature

15x	Vendor	A
DDR4	modules

15x	Vendor	B
DDR4	modules

15x	Vendor	C
DDR4	modules

We	analyze	45	DDR4	DRAM	modules	
from	three	vendors

Table	1	in	our	paper	provides	more	
information	about	the	analyzed	modules
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Bypassing	TRR	with	New	RowHammer	Access	Patterns

We	craft	new	RowHammer	access	patterns	
that	circumvent	TRR	of	three	major	DRAM	vendors

On	the	45	DDR4	modules	we	test,	the	new	access	
patterns	cause	a	large	number	of	RowHammer	bit	flips
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Effect	on	Individual	Rows

Our	RowHammer	access	patterns	
cause	bit	flips	in	more	than	99.9%	of	the	rows

Why	are	some	modules	less	vulnerable?
1) Fundamentally	less	vulnerable	to	RowHammer
2) Different	TRR	mechanisms
3) Unique	row	organization

All	45	modules	we	tested	are	vulnerable	
to	our	new	RowHammer	access	patterns
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U-TRR
• Hasan	Hassan,	Yahya	Can	Tugrul,	Jeremie	S.	Kim,	Victor	van	der	Veen,	Kaveh	
Razavi,	and Onur	Mutlu,
"Uncovering	In-DRAM	RowHammer	Protection	Mechanisms:	A	New	
Methodology,	Custom	RowHammer	Patterns,	and	Implications"
Proceedings	of	the 54th	International	Symposium	on	Microarchitecture (MICRO),	
Virtual,	October	2021.
[Slides	(pptx) (pdf)]
[Short	Talk	Slides	(pptx) (pdf)]
[Lightning	Talk	Slides	(pptx) (pdf)]	[Talk	Video (25	minutes)]
[Lightning	Talk	Video (100	seconds)]	[arXiv	version]

https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
http://www.microarch.org/micro54/
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-lightning-talk.pdf
https://www.youtube.com/watch?v=YkBR9yeLHRs&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=11
https://www.youtube.com/watch?v=HHxeuWVqq8w&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=5
https://arxiv.org/abs/2110.10603
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DRAMScope
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Research	Highlights	Conclusion
• DRAM	Bender	enables	many	studies,	ideas,	
and	methodologies	in	the	design	of	future	memory	systems
- Understanding	DRAM	robustness	problems
- Uncovering	new	DRAM	functionality
- Learning	DRAM	internals
- …

• We	attribute	DRAM	Bender’s	widespread	success	
in	enabling	research	to	its	flexibility	and	ease	of	use

• Research	drives	new	DRAM	Bender	features	&	improvements
- DDR3	à	DDR4	à	HBM2
- Support	for	6	FPGA	boards	out	of	the	box



The 3rd

Ramulator & DRAM Bender Tutorial
DRAM Bender Research Highlights 

Ataberk Olgun

ICS 2026
6 July 2026



The 3rd

Ramulator & DRAM Bender Tutorial
DRAM Bender Live Demo

& Hardware/Software Overview

Ataberk Olgun

ICS 2026
6 July 2026
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RowHammer	Using	DRAM	Bender
• Connect	to	a	DRAM	Bender	host	machine	via	SSH

• Execute	a	program	to	hammer	a	DRAM	row
- Vary	program	parameters

• Understand	how	the	program	gets	executed
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Typical	DRAM	Bender	Test	Workflow

In	a	C++	or	a	Python	executable:

1 Initialize	DRAM	Bender	platform

2 Create	DRAM	Bender	test	program

3 Execute	DRAM	Bender	test	program

4 Read	&	analyze	experimental	data



141

Aside:	Transferring	Programs	&	Data

PCIe

• Host	to	card	(H2C)	transfer:	Write	to	a	file
• Card	to	host	(C2H)	transfer:	Read	from	a	file

DRAM	Bender	
in	FPGA

Host

Card

Pr
og
ra
m

Da
ta
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Typical	DRAM	Bender	Test	Workflow

In	a	C++	or	a	Python	executable:

1 Initialize	DRAM	Bender	platform

2 Create	DRAM	Bender	test	program

3 Execute	DRAM	Bender	test	program

4 Read	&	analyze	experimental	data
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Typical	DRAM	Bender	Test	Workflow

In	a	C++	or	a	Python	executable:

1 Initialize	DRAM	Bender	platform

2 Create	DRAM	Bender	test	program

3 Execute	DRAM	Bender	test	program

4 Read	&	analyze	experimental	data
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DRAM	Bender	Programming	Model
• Assembly-like	programming	using	C++/Python	API

• Two	“types”	of	instructions
- DRAM	command	batch	(ACT,	READ,	WRITE…)
- Regular	(arithmetic,	control-flow,	load/store)

• 13	general	purpose	32-bit	registers

• 3	special-purpose	DRAM	address	stride	registers
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Regular	DRAM	Bender	Instructions
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Typical	DRAM	Bender	Test	Workflow

In	a	C++	or	a	Python	executable:

1 Initialize	DRAM	Bender	platform

2 Create	DRAM	Bender	test	program

3 Execute	DRAM	Bender	test	program

4 Read	&	analyze	experimental	data



147

RowHammer	Test	Program
• Create	programs	by	appending	instructions	to	a	list

1. Initialize	8	rows	surrounding	the	victim	row
- Including	the	two	aggressor	rows

2. Initialize	the	victim	row

3. Hammer	the	two	aggressor	rows

4. Read	the	victim	row
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Typical	DRAM	Bender	Test	Workflow

In	a	C++	or	a	Python	executable:

1 Initialize	DRAM	Bender	platform

2 Create	DRAM	Bender	test	program

3 Execute	DRAM	Bender	test	program

4 Read	&	analyze	experimental	data
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DRAM	Bender	Hardware	Overview
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Life	of	a	DRAM	Bender	Program

1 Host	machine	calls	platform.execute(prog)

2 Frontend	stores	instructions	
in	instruction	memory
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Life	of	a	DRAM	Bender	Program

3 Regular	instructions	take	the	exe	pipeline	path
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Life	of	a	DRAM	Bender	Program

3 Regular	instructions	take	the	exe	pipeline	path

4 DRAM	command	batches	
take	the	dram	pipeline	path
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Life	of	a	DRAM	Bender	Program

5 READ	commands	in	the	program
fill	up	the	Readback	FIFO
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Life	of	a	DRAM	Bender	Program

5 READ	commands	in	the	program
fill	up	the	Readback	FIFO

6 The	END	instruction	flushes	the	Readback	FIFO
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Typical	DRAM	Bender	Test	Workflow

In	a	C++	or	a	Python	executable:

1 Initialize	DRAM	Bender	platform

2 Create	DRAM	Bender	test	program

3 Execute	DRAM	Bender	test	program

4 Read	&	analyze	experimental	data
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Aside:	DRAM	Bender	Instruction	Encoding
https://docs.google.com/spreadsheets/d/18mPiKa1HBoO0OmzAbWRvo5OnIg

uL6A9tLEIwNeVfOe8

https://docs.google.com/spreadsheets/d/18mPiKa1HBoO0OmzAbWRvo5OnIguL6A9tLEIwNeVfOe8
https://docs.google.com/spreadsheets/d/18mPiKa1HBoO0OmzAbWRvo5OnIguL6A9tLEIwNeVfOe8
https://docs.google.com/spreadsheets/d/18mPiKa1HBoO0OmzAbWRvo5OnIguL6A9tLEIwNeVfOe8
https://docs.google.com/spreadsheets/d/18mPiKa1HBoO0OmzAbWRvo5OnIguL6A9tLEIwNeVfOe8
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Typical	DRAM	Bender	Test	Workflow

In	a	C++	or	a	Python	executable:

1 Initialize	DRAM	Bender	platform

2 Create	DRAM	Bender	test	program

3 Execute	DRAM	Bender	test	program

4 Read	&	analyze	experimental	data



The 3rd

Ramulator & DRAM Bender Tutorial
DRAM Bender Live Demo

& Hardware/Software Overview

Ataberk Olgun

ICS 2026
6 July 2026
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Summary
DRAM	Bender

The	first	publicly-available	DDR4/3	&	HBM2
	characterization	infrastructure

github.com/CMU-
SAFARI/DRAMBender

[Yaglikci+,	DSN’22]

• Flexible	and	Easy	to	Use
• Source	code	available:

DRAM	Bender	enables	many	studies,	ideas,	
and	methodologies	in	the	design	of	future	memory	systems



The 3rd

Ramulator & DRAM Bender Tutorial
Realistic DRAM Timing for HLS: Closing the Memory 

Fidelity Gap with Ramulator-Backed Co-Simulation

Dr. Antonino Tumeo

ICS 2026
6 July 2026
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A	Highlight:	RowPress
Keeping	a	DRAM	row	open	for	a	long	time	

causes	bitflips	in	adjacent	rows

These	bitflips	do	NOT	require	many	row	activations

Only	one	activation	is	enough	in	some	cases!

RowHammer
Aggressor Row

Open

Close

RowPress
Aggressor Row

Open

Close

36ns,	47K	activations	to	induce	bitflips

7.8µs,	only	5K	activations	to	induce	bitflips
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RowPress	Results	&	Source	Code

Fully	open	source	and	artifact	evaluated
Ø https://github.com/CMU-SAFARI/RowPress

https://github.com/CMU-SAFARI/RowPress
https://github.com/CMU-SAFARI/RowPress
https://github.com/CMU-SAFARI/RowPress
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RowPress	[ISCA	2023]
• Haocong	Luo,	Ataberk	Olgun,	Giray	Yaglikci,	Yahya	Can	Tugrul,	Steve	Rhyner,	M.	
Banu	Cavlak,	Joel	Lindegger,	Mohammad	Sadrosadati,	and Onur	Mutlu,
"RowPress:	Amplifying	Read	Disturbance	in	Modern	DRAM	Chips"
Proceedings	of	the 50th	International	Symposium	on	Computer	Architecture (ISCA),	
Orlando,	FL,	USA,	June	2023.
[Slides	(pptx) (pdf)]
[Lightning	Talk	Slides	(pptx) (pdf)]
[Lightning	Talk	Video (3	minutes)]
[RowPress	Source	Code	and	Datasets	(Officially	Artifact	Evaluated	with	All	Badges)]
Officially	artifact	evaluated	as	available,	reusable	and	reproducible.
Best	artifact	award	at	ISCA	2023.

163

https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23.pdf
http://iscaconf.org/isca2023/
https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/RowPress_isca23-lightning-talk.pdf
https://www.youtube.com/watch?v=R3VKbbbWMnY
https://github.com/CMU-SAFARI/RowPress
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Variable	Read	Disturbance	(VRD)	Summary
Research Question
• How accurately and efficiently can we measure 

the read disturbance threshold (RDT) of each DRAM row?

Experimental Characterization
• Record	>100M RDT	measurements	across	3750	rows	and	
many	test	parameters	(e.g.,	temperature,	data	pattern)	in	
160	DDR4	and	4	HBM2	chips

Key Observations
• RDT	changes	significantly	and	unpredictably	over	time:	VRD
• Maximum	observed	RDT	is	3.5X	higher	than	minimum	(for	a	row)
• Smallest	RDT	(for	a	row)	may	appear	after	94,467	measurements

Implications for System Security and Robustness
• RDT	cannot	be	accurately	identified	quickly
• Given	our	limited	dataset,	guardbands	(>10%)	and	ECC	(SECDED	or	Chipkill)
may	prevent	VRD-induced	bitflips	at	significant	performance	cost
- More	data	and	analyses	needed	to	make	definitive	conclusion

• Call	for	future	work	on	understanding	and	efficiently	mitigating	VRD
164
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Talk	Outline
I. Motivation

II. Experimental	Characterization	Methodology

III. Foundational	Results

IV. In-Depth	Analysis	of	VRD

V. Implications	for	System	Security	and	Robustness

VI. Conclusion
165
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Talk	Outline
I. Motivation

II. Experimental	Characterization	Methodology

III. Foundational	Results

IV. In-Depth	Analysis	of	VRD

V. Implications	for	System	Security	and	Robustness

VI. Conclusion
166
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Motivation

167

DRAM chips are increasingly more vulnerable 
to read disturbance with technology scaling

Technology Scaling

0K 20K 40K 60K 80K 100K 120K 140K

More than 10X reduction

20
20

20
13

M
an
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re

 Y
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r

Read Disturbance Threshold

[Yaglikci+, HPCA’24]
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Motivation

DRAM read disturbance worsens 
as DRAM chip density increases

Existing solutions become more aggressive

Aggressive preventive actions make 
existing solutions prohibitively expensive

168



169

In-Depth	Analysis:	Key	Takeaways

169

All tested DRAM rows exhibit VRD

Takeaway 1

Relatively few (<500) RDT measurements are
unlikely to yield the minimum RDT of a row

Takeaway 2

Data patterns, temperature, and
aggressor row on time affect VRD

Takeaway 3
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VRD	Across	DRAM	Rows

170

DRAM Rows Sorted by Increasing Coefficient of Variation of RDT
Across 1000 RDT Measurements
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A row with small variance in RDT distribution 
across 1000 measurements
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VRD	Across	DRAM	Rows

171

DRAM Rows Sorted by Increasing Coefficient of Variation of RDT
Across 1000 RDT Measurements
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Median
row 

Row with the greatest
variance in RDT distribution

All tested rows exhibit VRD
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VRD	in	Two	Example	Rows

172

1.2⨉ 3.5⨉

Variation in read disturbance threshold
 can reach 3.5⨉
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In-Depth	Analysis:	Key	Takeaways

173

All tested DRAM rows exhibit VRD

Takeaway 1

Relatively few (<500) RDT measurements are
unlikely to yield the minimum RDT of a row

Takeaway 2

Data patterns, temperature, and
aggressor row on time affect VRD

Takeaway 3
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Probability	of	Identifying	the	Minimum	RDT

• How	likely	is	it	that	N	<	1000	measurements
yield	the	minimum	RDT	value	across	1000	measurements?

• N	=	1,	3,	5,	10,	50,	and	500

• Monte	Carlo	simulations	for	10K	iterations

174
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Probability	of	Identifying	the	Minimum	RDT

175

Very unlikely to find the minimum RDT
of a DRAM row with N = 1 measurement

only 0.2% for the median row
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Probability	of	Identifying	the	Minimum	RDT

176

Probability of finding the minimum 
read disturbance threshold increases with N

(i.e., with more and more testing)

0.2% 0.7% 1.1% 2.1% 10.0% 75.3%
Probability values for the median row
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Expected	Value	of	the	Minimum	
RDT
• With	only	N	<	1000 RDT	measurements
how	far	are	we	from	the	minimum	RDT	across	1000	measurements

177
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Expected	Value	of	the	Minimum	
RDT
• With	only	N	<	1000 RDT	measurements
how	far	are	we	from	the	minimum	RDT	across	1000	measurements

178
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Expected	Value	of	the	Minimum	
RDT

179
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Expected	Value	of	the	Minimum	
RDT

180
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RDT found by 1 measurement
3.21⨉ greater than 

minimum RDT across 1000 measurements
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Expected	Value	of	the	Minimum	
RDT
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Expected	Value	of	the	Minimum	
RDT

182
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The minimum RDT is significantly smaller 
than the one expected to be found with N = 1 measurement

RDT expected to be found by 1 measurement is
1.9⨉ greater than minimum RDT across 1000 measurements
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Expected	Value	of	the	Minimum	
RDT
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With increasing N (number of measurements)
we expect to identify an RDT value 

closer to the minimum across 1000 measurements
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In-Depth	Analysis:	Key	Takeaways

184

All tested DRAM rows exhibit VRD

Takeaway 1

Relatively few (<500) RDT measurements are
unlikely to yield the minimum RDT of a row

Takeaway 2

Data patterns, temperature, and
aggressor row on time affect VRD

Takeaway 3
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Talk	Outline
I. Motivation

II. Experimental	Characterization	Methodology

III. Foundational	Results

IV. In-Depth	Analysis	of	VRD

V. Implications	for	System	Security	and	
Robustness

VI. Conclusion 185



Important Caveat

•VRD solution analysis based on 1K or 10K
read disturbance threshold measurements per row

•More measurements could yield worse results
• Read disturbance threshold distribution tail could expand

•What results would millions or billions
of RDT measurements yield?

186



Challenges of Accurately Identifying RDT

187

Variation in read disturbance threshold across 1000 measurements 
can reach 3.5⨉ and may not be bounded

3.5⨉RD
T

Measurement Number

VRD is affected by data pattern, temperature,
aggressor row on time

Comprehensive RDT profiling is time-intensive

Measuring RDT of each row only once with 8000 hammers
using four data patterns, at three temperature levels

takes 39 minutes in a bank of 256K rows



RDT Profiling is Time-Intensive

188

Comprehensive RDT testing can take tens of hours 
(only 1000 measurements, one data pattern, 

one temperature level, one aggressor row on time)



RDT Profiling is Time-Intensive

189

Comprehensive RDT testing can take hours 
(1000 measurements, one data pattern, 

one temperature level, one aggressor row on time)

https://arxiv.org/pdf/2502.13075

https://arxiv.org/pdf/2502.13075


Making Do With Few RDT Measurements
• A system designer might measure RDT a few times

and apply a safety margin (guardband) to the minimum observed value

190



Making Do With Few RDT Measurements
• A system designer might measure RDT a few times

and apply a safety margin (guardband) to the minimum observed value

191

Average across all tested rows

Minimum across all tested rows



Making Do With Few RDT Measurements

192

A large guardband does not guarantee that 
the minimum RDT is always identified

Using guardbands alone is likely not effective



RDT Guardband Increases Performance Overheads

193

50% RDT safety margin can induce 
45% additional overhead (over no margin)

Relying solely on guardbands not recommended

45%

35%



Combining ECC and Guardbands (I)
• Single-error correcting double-error detecting (SECDED)

or Chipkill ECC combined with guardbands 
could mitigate VRD-induced bitflips

194

Unique bitflips when 10% RDT guardband applied

10% guardband combined w/ ECC is likely unsafe



More in the Paper
•Hypothetical explanation for VRD

• Effect of True- and Anti-Cell Layout
• Presence of true- and anti-cells in the victim row

does not significantly affect the RDT distribution

•Read disturbance mitigation evaluation methodology

•Probability of errors at the worst observed bitflip rate
for 10% RDT guardband
• SEC, SECDED, and Chipkill-like (SSC)

•Read disturbance testing time and energy consumption

•Detailed information on tested modules and chips

195



More in the Paper
•Hypothetical explanation for VRD

• Effect of True- and Anti-Cell Layout
• Presence of true- and anti-cells in the victim row

does not significantly affect the RDT distribution

•Read disturbance mitigation evaluation methodology

•Probability of errors at the worst observed bitflip rate
for 10% safety margin
• SEC, SECDED, and Chipkill-like (SSC)

•Read disturbance testing time and energy consumption

•Detailed information on tested modules and chips
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https://arxiv.org/pdf/2502.13075

https://arxiv.org/pdf/2502.13075


Talk Outline
I. Motivation

II. Experimental Characterization Methodology

III. Foundational Results

IV. In-Depth Analysis of VRD

V. Implications for System Security and Robustness

VI. Conclusion
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Variable Read Disturbance
Backup Slides

198



Is this Experiment Noise?
•Short answer: no

•Hypothetical explanation for VRD:
Randomly changing charge trap state in the active region 

• Long answer: 
We cannot identify any independent variables 
within our control that allow reliably predicting 
the minimum RDT despite extensive testing

•Device-level studies should confirm our hypotheses



Hypothetical Explanation for VRD
•No device-level study shows temporal variations

in read disturbance vulnerability 

•Electron migration and injection into victim cell
is a major read disturbance failure mechanism

•This mechanism is assisted by charge traps
in the shared active region of the victim and aggr. cell

•Temporal variation attributed to randomly changing
occupied/unoccupied states of charge traps

200



RDT Distribution Across Chips
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# of Consecutive Measurements That
Yield the Same RDT Value

202



Autocorrelation Function Tests
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Expected Value of the Minimum RDT
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Expected Value of the Minimum RDT
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Min. RDT found by 1 measurement
3.21⨉ greater than 

min. RDT found by 1000 measurements
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Effect of Die Density and Die Revision (I)
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RDT distribution worsens with increasing die density
and with advanced DRAM technology



Effect of Die Density and Die Revision (II)
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The effect of die density and die revision
is consistent across all tested modules



Effect of Data Pattern (I)
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Effect of Data Pattern (I)
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RDT distribution changes with data pattern

1.04⨉ 1.06⨉
expected normalized value for the median row



Effect of Data Pattern (II)
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No single data pattern causes 
the worst RDT distribution across all tested DRAM chips



Effect of Aggressor Row On Time
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RDT distribution changes with aggressor row on time
RDT distribution can become better or worse 

with increasing row on time



Effect of Temperature
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RDT distribution tends to change with temperature

Number of Measurements (N) = 1



Effect of True- and Anti-Cell Layout
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The presence of true- and anti-cells in the victim row 
does not significantly affect the RDT distribution



Error Probability Analysis
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DRAM Operation: Activate and Precharge
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